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Abstract. The concept of black and white visual cryptography with
two completely random shares, recently applied to color images, was improved by mixing the contents of the segments of each coding image,
or share, which correspond to one pixel in the secret coded image. The
mixing was done in two ways: by permuting the 2 by 2 tiles with which
the shares were coded, and by permuting the single pixels within the segments. The results were compared with those of methods without mixing.
The immediate improvement was that the column-wise organization of
red, green and blue pixels in the shares was removed. This improved the
randomness of the shares, without a significant deterioration of image
quality. The method of permuting single pixels was found to be superior
to the other method considered.
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1

Introduction

Among the visual cryptography methods the algorithm proposed in the ’90 of
the XX century [6,7] became the basis for numerous other algorithms and as
such can be considered classic. It has been extended to gray-level as well as
color images (the literature can be found in [1,5]). The domain is still in the
development phase. From the most recent literature let us indicate [2] where the
images of very good quality are obtained with the CMY color model. In [3] the
RGB model is used with the pixel expansion 5×5, and two or three shares are
used, with two shares being enough to show the coded secret image.
In the majority of methods, the shares in which the secret image is coded
are not perfectly random, but only have no correlation with the secret. The
encryption with totally random shares in black-and-white images was proposed
and investigated in [9,10]. It was later applied to color images in [8], where the
coding of pixels was totally random, but the layout of colors was organized into
columns of red, green and blue pixels. The representation of the image with
the RGB model was similar to that used in [11], where the pixel expansion was
reported to be just three, while in [8,9,10] and in the present paper it is 36.
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Fig. 1. All possible 2×2 tiles and their indexes.

In this paper we present the visual coding of color images where not only the
contents of the pixels, but also their layout is random. The improved randomness
of shares can improve the security and confidentiality of the information transfer
process. This is done with two methods and the results are compared.

2

The method

We shall make a short notice on the basic methods and notions used in visual
cryptography and on the transformations of the image which form a foundation
for the methods to be compared here. The details can be found in our previous
papers [8,9,10], with [8] being the most comprehensive description.
The image to be encoded is called the secret. For now let us assume the image
is two-level. The secret is encoded into two images called the shares. None of them
contains any information on the secret. The shares are printed on a transparent
medium. The decoding consists in precisely overlaying the shares on each other,
so the secret becomes visible to a naked human eye.
Coding a two-level image A single pixel in the secret corresponds to a square
of n×n pixels, called the tile, in each share; here n = 2. Hence, 16 different tiles
are possible (Fig. 1).
In the classic coding [6,7], in one share, called the basic share, the tile corresponding to each pixel of the secret is represented with one of the tiles 4, 6, 7,
10, 11, 13, at random. Now, if the pixel in the secret is black, then in the other
share, called the coding share, the negated tile is set (e.g., for tile 4 – tile 13). So,
when the shares are superimposed, the whole tile corresponding to this pixel is
black. If the pixel in the secret is white, then in the coding share the same tile as
in the basic share is set. Then, after superposition, the whole tile is half-white.
In the random coding proposed in [9,10] the basic share is drawn at random
from among all the 16 possible tiles. This causes differences with respect to the
classic decoding, that is, the white pixels can become not only 1/2 white, but
also 1/4 or 3/4 white (there are no errors in black pixels). The presence of such
errors, analyzed in [10], is the cost of having totally random shares.
Transforming a color image into a two-level image To code a gray-level
image it can be dithered into the black-and-white one. Similarly, the color image
can be dithered into the one containing only black, red, green and blue pixels.
Assume that an image is represented with a set of color columns, circularly R,
G and B. Let us now represent each pixel in the secret with a 3 × 3 segment.
In each color column, the pixels can be either color, or black. Four of such
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Fig. 2. Variants of a 3×3 pixel segment which encodes a single color pixel (in this case,
white, gray, or black). (a) Full brightness – white pixel; (b) brightness 2/3 – bright
gray; (c) brightness 1/3 – dark gray; (d) brightness 0 – black pixel.

possible segments are shown in Fig. 2. It is convenient to have square segments,
so the number of rows is three, as is the number of columns. Such a segment can
represent four brightnesses of each color: 0, 1/3, 2/3 and 3/3 of the maximum
brightness, by setting 0, 1, 2 or 3 pixels to color in a column.
Three colors, each with four levels of brightness, constitute a 64-color palette,
in which the secret can be dithered. Thus, each pixel of the secret is represented
as a respective 3×3 pixel segment. Such an image can be coded, with either the
classic or random coding, as described above. Each pixel of the secret is first
replaced with a 3×3 segment, and then, each pixel of this segment is replaced
by a 2×2 tile. Hence, the pixel expansion is 32 ×22 = 36.
Now, the R, G and B pixels in the shares and in the decoded image are
organized in columns. The values of the pixels in the shares in the random version
of coding are totally random; however, the ordered setup of colors reminds that
of an old TV screen. This is the state described in [8].
It should be noted that the process of coding with tiles of Fig. 1 implies that
in each share, there is one black pixel per one color pixel, so that the number
of black pixels equals the sum of numbers of color pixels. At present this makes
it impossible for the shares to pass typical randomness tests designed for binary
data.
Mixing the tiles or mixing the pixels To improve the randomness of the
shares, the pixels will be locally randomly mixed, separately within each region
of the shares corresponding to one pixel of the secret. This can be done in two
ways. First, the pixels can be mixed within the 3×3 segment, so that the columnwise organization of colors is removed. Such pixels are further coded randomly.
In the shares, the structure of the 2 × 2 tiles remains, although they are not
organized into color columns. In the second method of mixing, all the pixels of
the shares are mixed, within the regions corresponding to the pixels of the secret.
The structure of the tiles is removed. The mixing can be done in the randomly
coded as well as classically coded images.

3

Examples

Test image A simple test image and its coding with the methods described
above is shown in Fig. 3. The image contains squares in basic and complementary
colors, and four shades of gray. All these colors can be accurately represented
in the palette used. The pixels are replaced by 3 × 3 segments with only the
necessary pixels set to on, which forms the decomposed image in Fig. 3a2.
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Fig. 3. Illustration of coding and decoding. (a1) Secret (100×40), the dithered image
is the same; (a2) decomposed into color stripes for coding (300×120); (a3) image a2
mixed with method 1 within segments (300×120). Further, (n1, n2) are shares, and
(n3) is a decoded image, all (600 × 240). (b) Image a2 coded classically; (c) image
a2 coded randomly; (d) image a3 coded classically, mixed with method 1; (e) image
a2 coded classically, mixed with method 2; (f) image a3 coded randomly, mixed with
method 1; (g) image a2 coded randomly, mixed with method 2.
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Fig. 4. Coding a natural image. (a) Secret (384×256); (b) dithered and decomposed
into color stripes (1152×768). All further images are (2304×1536). (c) Coded classically;
(d) coded randomly, no mixing; (e) coded randomly, mixed with method 1; (f) coded
randomly, mixed with method 2. Better to be seen in magnification.

Some of the stages of the coding and decoding process make the quality of
the images go down. The first reason for the loss of quality is the dithering into
the 64-color palette (not present for the test image). The second reason is the
decomposition of the dithered image into the two-level image. In the white pixel
of the secret all the pixels of the corresponding segment are on, while in the red
pixel (green, blue, respectively) only the pixels in the red (green, blue) column are
on. Inevitably, the image represented in this way is darker than the original. The
coding by using the decomposition into tiles introduces further loss of brightness
and contrast, as it is typically in the majority of visual cryptographic methods,
where no calculations are admissible in the decoding process. The random coding
additionally introduces the errors, mentioned above.
The two methods of mixing tend to smooth the image but introduce granularity, which is smaller in the case of method 2 with respect to that of method 1.
Natural image The image “parrots” [4] was chosen due to its bright and varied
colors. Its size was reduced by resampling, to show better the coded images which
have an increased resolution, Fig. 4. In this example, not only the color evenness,
but also the preservation of details can be assessed. Despite the losses of quality,
the objects can be recognized and the colors can be noticed.

4

Conclusions and Perspective

The concept of visual coding with shares in which colors are coded in the completely random way was modified by locally mixing the contents of the images.
This was done in two ways: by mixing the tiles before the coding is performed,
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and by mixing the pixels after the coding is done. The results with mixing were
compared to those without mixing.
The coding introduces the loss of quality of the images, while the mixing
seems to improve it slightly. The quality deterioration is due mainly to the two
factors. The first one is the dithering and decomposing the image into a two-level
color image, which has a limited color palette and contains only R, G, B and black
pixels. The second one is the coding with the tiles, which decreases the image
brightness by a half and introduces some granularity. Additional granularity and
errors of brightness are introduced by the use of the completely random coding.
The mixing of the pixels tends rather to improve then to decrease the image
quality. The method in which the mixed elements are single pixels has a more
positive effect than that in which the tiles are mixed.
In the future it is planned to work towards balancing the number of black
and color pixels in the shares and to check the degree to which they are actually
random with the appropriate statistical tests.
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