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Abstract. Standard Naor-Shamir visual cryptography scheme is modified in a way that allows sampling from all possible 16 two-by-two tiles


for generating shares. Such a procedure makes shares not only 
looking


random but simply 
being random in the statistical sense. Of course there
is a price to pay in the form of slightly deteriorated quality of the reconstructed secret. In this paper we try to find a reasonable compromise
between the randomness of shares and the quality of the secret reconstruction.
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1

Introduction

In our recently published paper [6] we have presented a generalization of the
Naor-Shamir black-and-white visual cryptography scheme [4,3] in such a way
that the images used for coding the secret image not only contain no information
on the secret when observed separately, but also are random themselves, which
makes the process of transferring information invisible to any third party. This
is done at a cost of accepting some level of errors in the decoded image. These
errors do not make it impossible to see the secret, however.
The basic idea in visual cryptography is to represent any single pixel in the
secret image with a square, usually 2×2 pixels, in each of the images used to
encode the secret. If black and white images are considered, there exist 16 different squares like this. Naor and Shamir used six of them. In [6], in addition
to using all the 16 squares, also two other subsets of possible squares were considered, and the results for a very small number of random realizations of the
encoding images were presented. In the present paper we broaden the analysis
to all reasonable subsets of squares, and present the results for a large number
of random realizations, so that some more general observations can be made
c Springer Nature Switzerland AG 2019
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Fig. 1. The possible 16 tiles of size 2×2 with their indexes.

and some new, constructive conclusions can be drawn on the randomness of the
process of transferring and decoding the images in the visual cryptography processes. In particular, it will be shown that there exist two subsets of squares for
which the encoding images pass a basic randomness test, and that the questions
of generating the coding images in a random way and checking their randomness
require special attention. Among others, we shall make an observation that an
image generated in a random way according to the rules required by its future
use does not guarantee that it is a set of random pixels in the general sense.
The remaining part of this paper is organized as follows. In Section 2 the
basic concepts of visual cryptography are reminded. The concept of accepting
some imperfections in the decoded images by using more tiles in the coding
process than in the classic approach are outlined in Section 3. In Section 4 the
randomness of the images in which the secret image is encoded is studied. In the
last Section some conclusions are given and the future research is outlined.

2

Classic coding

Let us briefly recall the methodology of visual encryption and its basic notions
which we shall use in this paper. The general assumption is that the decryption
can be performed without the use of a computer, but only by observing an image
with a naked eye. Therefore, any computations on the images are excluded, which
means that the only admissible pixel-wise operation made on the coded images
is the AND operation.
The image to be encoded is binary (one bit/pixel). It is called the secret.
The secret is encoded in two images called the shares. Any one of them contains
no information on the secret, but when overlaid on one another they reveal the
view of the secret to the human eye. This is called the decoding. In general, each
pixel of the secret corresponds to a square of n×n pixels, called the tile, in each
share. In our case, as it was in the classic works by Naor and Shamir [4,3], it
is n = 2, so the shares as well as the decoded image have the number of pixels
two times larger in each direction than the secret (the size of images can be the
same if the pixels are two times smaller). In the coding process, one share called
the basic share is generated according to some rules, independently of the secret,
and the other share called the coding share is the function of the first share and
the secret. A tile in the basic share will be called the basic tile, and the one in
the coding share – the coding tile. All possible 2×2 tiles are shown in Fig. 1.
The encoding process consists in that a coding tile is set to equal to the
respective basic tile if the corresponding pixel in the secret is white, and it is set
to the negative of the basic tile if the corresponding pixel in the secret is black.
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The decoding process consists in precisely overlapping the two shares on each
other, so that the corresponding basic and coding tiles overlap each other, down
to the pixel accuracy. As a result, in the consequence of the encoding rule, the
following appears. In each black pixel of the secret, any basic tile is overlaid over
the coding tile which is its negative, so the result is totally black. An example is
when the coding tile no. 2 (Fig. 1) is overlapped on its negative, tile 15. In each
white pixel of the secret, any basic tile is overlaid on itself, so the result is either
totally black (tile 1), totally white (tile 16) or partly white (remaining 14 tiles).
In the majority of cases, the result is at least partly white.
In the classic coding-decoding scheme by Naor and Shamir only the tiles
having two white and two black pixels are used (tiles 4, 6, 7, 10, 11 and 13,
Fig. 1). In that scheme, the number of white and black pixels is always equal
in the basic as well as in the coding share. According to the decoding rule just
outlined, each black pixel in the secret is transformed to an entirely black tile,
and each white pixel is transformed into a half-white tile. In consequence, for
the human eye, a black and white image is transformed into a black and gray
image, and the secret can be easily seen. An example is shown in Fig. 2.

a

b

c

d

Fig. 2. Example of a secret image (a), two shares generated with classic coding (b, d),
and the decoded image (c). Black frames used to better show size, esp. of image a. To
be viewed in magnification.

3

Coding with more tile types

In the Naor-Shamir scheme, the gray part of the decoded image is 2/4 white in
a uniform way. In [6] it has been noticed that this is not the only possibility, and
that an image can be decoded in a visually acceptable way also when a white
pixel is transformed into a tile which is white in 1/4 or 3/4 pixels, and even the
presence of a small number of 0/4 white, that is, totally black tiles, among those
representing the white pixels in the secret, can be accepted in the decoded image
due to the ability of the human eye to recognize a partly damaged image.
This gave rise to a concept of decoding errors presented in [6]. Let us take as
the reference the classic coding in which a white pixel of the secret is decoded
as a 2/4 white tile. A 1/4 white decoding will be called the −1 pixel error, and
a 3/4 white decoding – the +1 pixel error. Accordingly, the 0/4 white decoding
is the −2 pix error, and the 4/4 white one – the +2 pix error. The −2 pix error
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Table 1. Codings used in considered publications. Citation [T] refers to this paper.
No.
Tiles used
Possible errors Name in [T] Name in [6]
Paper
1
4, 6, 7, 10, 11, 13
none
classic
classic
[4], [3], [6], [T]
2
all
±2 pix, ±1 pix random
random
[6], [T]
2-16
+2 pix, ±1 pix
–
near-random 1
[6]
3
4
2-15
±1 pix
1 pix error near-random 2
[6], [T]
5 as in classic plus 1, 16
±2 pix
2 pix error
–
[T]

d
d

is the most undesirable one, while both +1 and +2 pix errors are expected to
hinder the visibility of the secret to the least extent. No errors are possible in
the black regions of the secret.
The types of errors present in the coding depend on which subset of the set of
16 tiles shown in Fig. 1 are used in the basic share. In [6] we have investigated the
Naor-Shamir coding, called there the classic coding, the random coding with all
the 16 tiles, and the coding without the ±2 pixel errors, called the near-random 2
coding, with all the tiles except 1 and 2. Note that we did not consider the coding
with the classic tiles plus the tiles 1 and 16. Using such tiles would exclude the
±1 pix errors but will leave ±2 pix errors, which might seem unreasonable. We
shall see further that this coding has some interesting properties.
Let us now make a remark on the coding without only −2 pix errors, found
in [6] to cause an immediate leakage of information that the coding is performed.
In this coding, all the tiles except the tile number 1 were used. The leakage took
place due to that in the basic share the tile 1 is missing, and in the coding
share the frequency of appearance of tiles 1 and 16 is approximately half of
that of other tiles. Therefore, additionally, the shares are statistically different.
This suggests obeying the recommendation that if any tile is included in the set
used in the coding, then its negative tile should also be included. Let us call
this recommendation the negative tiles recommendation. Here, we shall consider
only the sets of tiles which obey the negative tiles recommendation.
In this paper, some of the codings will be named according to the errors
they admit. The codings are listed in Tab. 1. In this paper we shall consider
the codings with numbers 1, 2, 4 and 5. Examples of images decoded with
these codings, and their errors, for the image of Fig. 2, are shown in Fig. 3.
The errors are visualized with a diverging color palette for the five classes:
−2 pix, −1 pix, no error, +1 pix and +2 pix decoding errors. The palette
was adapted from the colorblind-safe, printer-friendly palette generated with
the www.ColorBrewer.org software [1]. In this palette, denoted in [1] as BrBG,
the negative errors are represented by shades of brown and the positive ones
by shades of turquoise. Here, this palette was adapted to show the most severe −2 pix errors more clearly by replacing dark brown with dark red, and by
showing the error-free pixels in white.
The decoded images are not as clear as that in Fig. 2c, but it can be noticed that the patterns are still visible, perhaps except for the one or two finest
checkerboards in the black field, not very clearly represented in Fig. 2c either.
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Fig. 3. Examples of images decoded with the variants of the method shown in Tab. 1
 random,
for the image of Fig. 2. (a, c, e) Images coded with codings: (a) 
classic
(c) 1 pix error, (e) 2 pix error. (b, d, f) Errors of decoded images, respectively, shown
with colors: dark red ( ): −2 pix error; beige ( ): −1 pix error; turquoise ( ): +1 pix
error; teal ( ): +2 pix error.

4
4.1

Randomness
Test image

In our considerations on the randomness of the shares we shall refer to numerical experiments made for an example image shown in Fig. 4, designed so that
the result of decoding could be estimated by eye. For this, a fragment of text
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Fig. 4. Image for testing the readability of text after the decoding (see text). A frame
used to show the size.

from Lorem ipsum [2] was used. The text was typeset with the MiKTEX implementation [7] of the LATEX typesetting system [5]. The dimensions of the image
were such that the letters in normal size have actual 10 points. The smallest
font available – tiny – presents some difficulty in reading, while the largest font
used is easy to read. Sans serif font was used to avoid unnecessary details. The
image has resolution 150 dpi, so it can be properly reproduced even on paper.
The 256-level gray image of the page taken from the screen was thresholded at
230 to receive a 1-bit image. The threshold represented a subjective optimum
between maximum clarity of letters and minimum spurious links between them.
4.2

Results for four codings

For this image, the coding and decoding were performed with each of the four
codings previously presented, with 500 random realizations of the basic share.
For each realization, decoding errors for four codings, and the p-value in the
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Fig. 5. Histograms of p for the shares for the image of Fig. 4 in two codings: (a) random,
(b) 2 pix error. Values from 500 random realizations of the basic share.

randomness test were recorded, in two versions: with the pixels collected from
the shares by verses (horizontally) and by columns (vertically). The decision on
the randomness of each share in these two directions was also recorded, with the
confidence level set at α = 0.05.
For the classic and 1 pix error codings, the tests in all the realizations indicated that they were not random, with p = 0 in all the cases. The question
of randomness of the remaining codings can be explained with the use of the
graphs in Fig. 5.
For the random coding, in the majority of realizations the basic share appeared to be random, in the two directions of testing. This is indicated with the
circles in the graph of Fig. 5a: the majority of points appear for p > 0.05. The
same was observed for the coding share, as shown with impulses in this graph.
However, this did not occur for all realizations, which means that for some of
them the shares were not random. This will be briefly commented a little further.
Interestingly, also in numerous realizations for the 2 pix error coding, the
results were random, as shown with graphs in Fig. 5b. Also in this case, this
concerned only some of the realizations. Their number was smaller than in the
case of random coding, but still much larger than the number of nonrandom
realizations. This seems to indicate that adding the tiles that generate the most
noxious errors, which in itself seems to be unreasonable, brought as a side-effect
the randomness of shares, or at least it made it possible to generate the shares
having the randomness property.
4.3

Nonrandomness of some results

Let us consider the observation that among the basic shares generated as random,
some failed the randomness test. Also, some coding shares failed this test. All
the possible combinations of randomness and nonrandomness between the shares
were observed: in a largest number of nonrandomness cases the basic and coding
shares were both nonrandom; in less numerous cases the basic share was random
and the coding share was nonrandom; in the least frequent cases the basic share
was nonrandom and the coding share was random. However, the number of
observations was far too small to state whether this observation was significant.
The phenomenon itself seems to be also random.
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Fig. 6. Histogram of p for the shares for the image of Fig. 4, in the random coding.
Basic share was generated by separately drawing, from a uniform distribution, the rows
and columns for pixels to be set white. Result for 500 random realizations shown.

Three remarks can be made on the apparent nonrandomness of theoretically
random images. First, the coding share is generated in the way of randomly
drawing the tiles from the set of acceptable tiles (see Tab. 1), and not by drawing
the pixel values at random. This was the consequence of programming the basic
share generator in a uniform way for all the four codings. Second, a pseudorandom generator from Matlab [8] was used, while in the case of cryptography,
and especially visual cryptography where large volumes of data are used, this
is generally not a sufficient solution. Third, the randomness test used was the
runstest() function from Matlab, which is not the optimal test to be used in
cryptography. In this test the null hypothesis is that the set is random, so it can
only be shown that it is untypical for a random distribution.
What concerns the first remark, a test was made with the same image and
with direct random image generation for the random coding. The basic share
was generated from an initially zero-valued binary image by separately drawing,
from a uniform distribution, the indexes of the row and the verse of a pixel, and
setting it to 1, if it was not 1 already. Exactly a half of all the pixels of the
image were set to 1 in this way. The final result of testing the two shares in the
random coding performed for 500 such realizations is shown in Fig. 6. The bins
of the histogram were two times finer than in the preceding tests, to look at
the data more precisely. The total number of realizations with p < 0.05 was 29,
versus 19 in the previously used version of generating the basic share. The more
advanced random generation of the basic share did not reduce the number of
cases of its final nonrandomness. This seems to indicate that there is an indirect
relation between generating a random image according to some rules required
by the application and the randomness of the set of its pixels.
In relation to the second remark it can be said that it is possible to apply
a better generator; moreover, it is possible to test the randomness and to use
the images which pass the test and exclude the images which fail.
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Fig. 7. Results of decoding the image of Fig. 4 with the four codings shown in one
image, in parts: (a) classic, (b) 1 pix error, (c) random, (d) 2 pix error.

What concerns the second and third remark, the experiments with professional random number generators and randomness tests will be the subject of
our further research.
4.4

Quality of the decoded images

Let us now examine the results of decoding with the four coding methods considered, shown in Fig. 7. It can be observed that the border between the text
easily readable and difficult to read goes between the 7 and 5 pt fonts for the
classic coding, and between the 9 and 7 pt fonts for all the remaining codings.
The use of other codings than the classic one reduces the visual quality of the
decoded image, but the extent of such reduction is limited, so the successful use
of the truly random codings remains possible.
The errors made in the codings are shown in Fig. 8. It is clear that the result
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Fig. 8. Errors of decoding the image of Fig. 4 with four codings, shown in one image:
(a) classic (no errors), (b) 1 pix error, (c) random, (d) 2 pix error. Colors as in Fig. 
23.

from the classic coding is visually the best. However, it is not clear how the
results of the remaining codings could be sequenced according to the decreasing
visual quality. Some objectivity can be introduced to this problem with the
use of graphs of the numbers of various types of decoding errors with the four
methods, shown in Fig. 9. There are no errors with the classic method (green
empty points). The 2 pix error coding introduces some ±2 pixel errors (red
empty triangles) which reduces the number of errorless pixels by roughly 25%.
A small number of ±2 pix errors results from the small number of only black
or only white tiles in the set of tiles which are randomly drawn to form the
basic shares. With the 1 pix error coding and the random coding the numbers
of errorless pixels are the smallest, while the distributions of errors are similar.
When showing the mere numbers of errors, as in the graphs in Fig. 9, the
visual conspicuity of errors of various types is not taken into account, although
it is important as far as recognition of details is considered. Our subjective ob-

Randomness of Shares Versus Quality of Secret Reconstruction. . .

91

450000
classic
±2 pix errors
±1 pix errors
random

400000
350000

N

300000
250000
200000
150000
100000
50000
0
−2

−1
0
1
error type (0 means no error)

2

Fig. 9. Numbers of decoding errors and errorless pixels in the image of Fig. 4, for four
codings, averaged for 500 random realizations of the basic share. Ranges of variability
are small w.r.t. the values, so they have been marked only for the classic coding.

servation suggests that the presence of only very bright and very dark erroneous
spots deteriorates the image to the largest extent. This was the rationale for
ordering the decoded images in the sequence used in Fig. 7, which seems to best
represent the decreasing quality of the images from left to right.
4.5

Secretness of the coding activity

Finally, let us remark that in any coding except the truly random one, even if
the shares pass the randomness test, the fact that they are used to code some
information is not hidden. It can be revealed by checking the frequencies of
occurrence of the tiles of various types. Evidently, in the 2 pix error coding, for
example, the tiles 2, 3, 5, 8, 9, 12, 14 and 15 will be missing. As noted in [6],
only in the truly random coding the frequencies of all the tile types are nonzero
and close to equal, as it should be in a truly random image.

5

Conclusions

We have considered the codings with the use of all the reasonable subsets of tiles
possible to be used in the visual coding of black-and-white (one bit) images, from
the point of view of the types of errors made in the decoding process (reasonable
means those taking into account the negative tiles recommendation, which means
that if a specific tile is used, then its negative tile should be used also). These
were the classic coding scheme, for which it was assumed that no decoding errors
are made, the ±1 pixel error coding, the ±2 pixel error coding, and the random
coding, in which all the ±1 pixel and ±2 pixel errors can be made. We have
shown that, besides the random coding scheme, there exists one more scheme in
which both the basic and the coding share can pass the randomness test. This
is the ±2 pixel error scheme, in which beside the tiles used in the classic coding
by Naor and Shamir, also the entirely black and entirely white tiles are used.
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We have found that it can happen that an image, randomly generated to
be used as the basic share in the coding process, and the respective coding
share, can fail to pass the randomness test. This was observed on the basis
of a set of 500 random realizations of the basic shares, for each of the four
codings considered. As a partial solution it can be proposed to test the shares
for randomness before using them to convey the information, and to use only
those which appear truly random.
As a general result, it can be confirmed that in purely visual cryptography,
where the message is decrypted without the use of a computer, but only by
superimposing the shares and examining them by a human eye, it is possible
to convey the information in the shares which are truly random. Under the
assumption that the tile used to code one pixel is 2×2, this can be done in at
least two specific ways: with the random coding and with the ±2 pixel error
coding. The prize that is paid for this randomness is some deterioration of the
quality of the secret image transferred, and the intensity of deterioration seems
to be larger in the ±2 pixel error coding than that in the random coding, but
this is the result of a subjective estimation. In both cases, this deterioration is at
the level which can be considered acceptable, provided that the level of detail in
the secret image is not too high. The images used in the experiments contained
text typeset with fonts of various sizes so that its readability in the decoded
image could be easily examined by eye.
In this preliminary study, the general-purpose random number generator and
randomness test were used, which is clearly not the optimal solution. Experiments with more advanced cryptographic random number generators and tests
of randomness are planned as the future research.
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