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Abstract. The concept of visual cryptography with two completely random shares is applied to color images. In the classic coding the shares
are not correlated with the coded image, but are not totally random. We
apply a completely random coding, proposed previously for the case of
black and white images, to color images. This improves the security of
the process. The proposed method has similar properties to those of the
majority of purely visual cryptographic methods, including reduced contrast and loss of minor details. In the decoding process no calculations
are necessary so the decoding can be done by an unarmed human eye.
Using the completely random coding of colors introduces some noise into
the results, but its level is moderate. The RGB color model is used and
the (2, 2) cryptography scheme is considered.
Keywords: Visual cryptography · Color images · Random coding

1

Introduction

Since its beginnings, visual cryptography has experienced an important advancement. Besides the basic coding of two-level, black and white images [7,8], new
concepts including grey-level and color coding were presented (see [1,6] for literature). In this paper, we shall investigate the applicability of the visual cryptography method with totally random shares, previously proposed in [9,10], to
the coding of color images. We shall present the results of truly random coding
in a comparison to the Naor-Shamir coding [7,8], which will be called here the
classic coding. From the number of codings presented in our previous papers,
only the version called simply random will be used; the other versions presented
in those publications will not be considered.
The fact that the shares are truly random, and not only uncorrelated with
the coded secret image, can be important as far as the security as well as the
secrecy of the information transfer process is considered. The randomness of the
shares has its price, that is, in the reconstructed image there is additional noise
with respect to the case of the classic coding. Consequently, some minor details
can be lost. This deterioration of quality is not severe, however.
c Springer Nature Switzerland AG 2019
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The concept of presenting the color image with the RGB model which we use
here is similar to that proposed in [12], where the pixel expansion is claimed to
be just three. However, in the case of our methodology, where the color is coded
in the truly random way, such a small expansion will not be possible. In some
publications the CMY model is used, with [2,4] as examples.
The field of visual cryptography is constantly active and viable; new publications appear, like for example [2,3]. In [2] the CMY color scheme is used
and very good image quality is attained. In [3] the RGB model is used, and the
pixel expansion is 5×5, slightly less than in our case (but much more than three
claimed in [12]). In one version, three shares contain the information for three
color components separately; in another version, each two of three shares for
color pairs RG, GB and BR are enough to show the secret image.
We shall consider the (2, 2) visual cryptography scheme, in which there are
two shares of similar appearance, each containing information in three colors,
and both of them are necessary to reveal the secret. We shall use the RGB model,
and we shall represent the image in such a way that the classic coding for binary
images is applicable. The pixel expansion in our method is 6×6.
The remaining part of this paper is organized as follows. In the next Section
the general methodology used in visual cryptography is shortly reminded. The
coding of binary images, including the use of truly random shares, is outlined in
Section 2.1. The transformation of color images to the format in which binary
coding is applicable is presented in Section 2.2. The process is illustrated with
an example in Section 2.3. The results of application of the concept to natural
images are shown in Section 3. In Section 4 the conclusions are given.

2

The method

Let us shortly remind the notions used in visual cryptography. The image to be
encoded is called the secret. The majority of encoding methods work on two-level
images. We shall show later in which way the color image will be transformed into
the two-level format. The image is encoded in two images called the shares. Any
one of them contains no information on the secret, but the secret is revealed to
a human eye when the shares are precisely overlaid on one another. This is called
the decoding. In purely visual cryptography, for the decoding no technical devices
should be necessary except the two shares printed on a transparent medium.
2.1

Coding a two-level image

For the process of coding and decoding, each pixel of the secret is represented
in each share by a square of n×n pixels, called the tile. We shall assume n = 2.
The tile is two-level; hence, there are 16 tiles possible, shown in Fig. 1.
The coding process consists in generating one share, called the basic share,
according to some rules independently of the secret, and in forming the other
share, called the coding share, as the function of the basic share and the secret.
The simplest and the most frequently used method for this is as follows. If the
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Fig. 1. All possible 2×2 tiles and their indexes.

pixel in the secret image is black, the coding tile is set to the negative of the
basic tile (for example, tiles 8 and 9 of Fig. 1); hence, by overlaying the two
tiles, a black tile corresponding to this pixel is received. If the pixel of the secret
is white, the respective coding tile is set to equal to the basic tile; hence, by
overlaying the two tiles, a region is received having as many white pixels as the
basic tile (as well as the coding tile) has (for example, for tile 6 this is two).
In the classic coding [7,8], for the basic share the tiles from among the set
of tiles no. 4, 6, 7, 10, 11, 13 are drawn at random. It is easy to see that, as
a consequence, the tiles in the coding share belong to the same set of tiles.
A bright pixel in the secret is always decoded as a 1/2-bright one in the decoded
image. In the random coding [9,10], where the basic share is drawn totally at
random from among the set of all 16 tiles, the brightness of the decoded bright
pixel can differ from this value and can be black (if tile 1 is drawn), 1/4-bright (if
tile 2, 3, 5, or 9 is drawn), 1/2-bright (if tile 4, 6, 7, 10, 11, or 13 is drawn), 3/4bright (in case of tile 8, 12, 14 or 15), or white (tile 16). In [10] the brightness
1/2 characteristic for the classic coding was taken as a reference, which gave
rise to the concept of −2, −1, +1 and +2 pixel errors. The probabilities of their
occurrence in the case of a bright pixel in the secret is 1/16, 4/16, 4/16 and 1/16,
respectively, according to the number of tiles with respective numbers of white
pixels. The fact that these errors appear is the cost for having totally random
pixels in both shares. As we shall see further, the errors make the decoded image
look noisy to some extent.
It is important not to change the rule of choosing the coding tile depending
on the brightness of the pixel in the secret. In [9] it has been shown, how resigning
from choosing the tiles having less than two bright pixels when the corresponding
pixel of the secret was white, was the direct reason of the leak of information on
the secret into the coding share. This leak was due to that these darker tiles were
chosen only where the secret was dark, so a darker region appeared also in the
coding share. The implication of this consideration is that the coding tile should
always be chosen at random. The true randomness of the shares results not only
from that the drawing is random, but from that all the possible 16 types of the
tiles are drawn with equal probability.
2.2

Transforming a color image into a two-level format

A gray-level image can be encoded with the same scheme as a binary one is, by
transforming a gray-level image into a binary one by dithering. In the case of
a color image, dithering can be viewed as transforming a full-color image into
a color image with a restricted palette. This palette image will be represented
by an image with columns in the basic colors. In this way, the single pixel will
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Fig. 2. Variants of a 3×3 pixel segment which encodes a single color pixel (in this case,
in four levels of gray). (a) Full brightness – white pixel; (b) brightness 2/3 – bright
gray; (c) brightness 1/3 – dark gray; (d) brightness 0 – black pixel.

be either black, or bright. The bright pixel will be in one of the basic colors –
red, green or blue.
In order to do this, we shall represent each pixel in the image with a 3×3
segment in the dithered image. Columns in this segment will be red, green and
blue, in sequence. In each column, the pixels can be either color or black. Four
of the possible segments are shown in Fig. 2. To preserve the aspect ratio of the
image it is convenient to have square segments, so according to the number of
columns the number of rows is three. This makes it possible to represent four
brightnesses of each color: 0, 1/3, 2/3 and 3/3 of the maximum brightness, by
setting 0, 1, 2 or 3 pixels to bright (in the case of one byte per color, the corresponding brightnesses are 0, 85, 170 and 255). The detailed position of bright
pixels, that is in the upper, middle or lower row of the segment, is negligible,
due to small dimensions of a segment with respect to the image. We shall use
only the positions as shown in Fig. 2.
Three colors, with four levels of brightness each, form a 64-color palette.
Before coding, the secret is dithered with this palette. The standard function
dither() from Matlab [11] is used. Then, each pixel of the secret is represented
as a respective 3×3 pixel segment, like one of these shown in Fig. 2, according
to the values of three basic colors in the respective palette entry. In this way,
the number of pixels in the image becomes three times larger in each direction.
Now, each pixel of the dithered secret is either black, or bright: R, G or B.
Such image can be coded, with either the classic or random coding, as described
above. The coding results in replacing each pixel of the 3×3 segment by a 2×2
tile, which further increases the number of pixels in the image, by multiplication
by two in each direction. In total, the pixel expansion in the methods used in
this paper is 32 ×22 = 36.
The numerical complexity of the proposed method (besides the dithering
process, which is performed in both the classic and the random coding) is O(n),
where n is the number of pixels of the original image, because all the operations
are made on each pixel independently of the others.
As written before, in the random coding the layout of the black and bright
pixels is truly random. However, in the present implementation the setup of
color columns is fixed, thus not random at all; still, the pixels which form these
columns are generated in a truly random way. This can be managed by further
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Fig. 3. Illustration of coding and decoding for an example image. (a) Secret (5 × 2),
the dithered image is the same; (b) decomposed into color stripes for coding (15×6);
(c, e) shares of classic coding (30 × 12); (d, f) shares of random coding (30 × 12);
(g) decoded from classic coding (30×12); (h) decoded from random coding (30×12).
Regions corresponding to single pixels of the secret are marked with overlaid gray lines.

randomizing the locations of the specific pixels of the shares within each segment,
which is related to one pixel in the coded secret (segments like those shown in
Fig. 2 are meant). This operation was not implemented within the present study.
2.3

Example

Let us now look at the process of coding and decoding of an example minimalistic
image presented in Fig. 3. The image contains 10 pixels, in basic and complementary colors, and in the four shades of gray. All these colors are representable
in the palette used, so the palette image is exactly the same as the input image,
Fig. 3a. The pixels are replaced by 3×3 segments with only the necessary pixels
set to on, which forms the decomposed image in Fig. 3b. The image contains
90 pixels. See that in the white pixel of the secret all the pixels of the corresponding segment are on, while in the red (green, blue, respectively) pixel only
the pixels of the segment in the red (green, blue) column are on. Inevitably, the
dithered palette image represented in this way is darker than the original. The
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Fig. 4. Illustration of coding and decoding. (a) Secret (250×100), the dithered image
is the same; (b) decomposed into color stripes for coding (750×300); (c, e) shares of
classic coding (1500×600); (d, f) shares of random coding (1500×600); (g) decoded
from classic coding (1500×600); (h) decoded from random coding (1500×600).

decomposed image is coded, with the classic coding (Figs. c, e, g) and random
coding (Figs. d, f, h), where both shares and the result of decoding are shown.
These images contain 360 pixels each.
In the example with such a small number of pixels the human eye sees each
color separately and the colors of the original are lost. The corresponding example with 502 times more pixels is shown in Fig. 4. In this example the colors
become visible. It is recommended to look at this Figure with a display of good
quality and in proper magnification, to avoid the interference of the grid of pixels
in the images with that of the display.
It can be seen that the decoded images are significantly darker than the original. The major decrease of quality can be noticed in the process of decomposing
the dithered image into the two-level image, between the images a and b. The
loss in brightness and contrast pertains to the processes of the classic as well as
the random coding to the same extent. The brightness and color of the image h
coded with the random coding are less uniform than those of the image g coded
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with the classic coding, due to the presence of differences, or errors, mentioned
in one of the previous paragraphs. Nevertheless, the difference in quality of the
images g and h does not preclude the random coding from being applied, should
it be necessary, for example for the security reasons. In both codings, the colors
can be discerned and properly attributed.

3

Examples for natural images

The classic and random coding has been applied to the examples of natural
images. Some benchmark images generally used in color image analysis, chosen from numerous images available in data bases accessible from the historical
Computer Vision Homepage [5], were used. The images “baboon”, Fig. 5, and
“peppers”, Fig. 6, were chosen for their popularity and due to the moderate
amount of detail in them. The size of the images was reduced, by interpolation,
to make the results more visible in the screen as well as in print.
In both images the same observations can be made as those written down in
the comments to Fig. 4. The major part of the quality deterioration is related
to coding the image as a two-level image, which is necessary for coding, and as
such, unavoidable to a large extent, as far as decoding with bare human eye is
considered. Besides this quality loss, the objects in the image can be seen and
recognized, as well as the colors of the objects can be noticed.

4

Conclusions and Perspective

In this preliminary study the concept of visual coding with completely random
shares was applied to coding color images. The results were presented in comparison to classic coding. The applicability of the random coding appeared to be
comparable to that of the classic coding, although the unavoidable existence of
differences, or errors, in the random coding makes the decoded images look more
noisy than in the case of classic coding. Besides the truly random choice of black
and bright pixels in the shares, the red, green and blue pixels were organized
into columns in a fixed way.
The major problems found to influence the results was the loss of brightness
and contrast. These features are typical for the majority of visual cryptography
methods, as far as the methods in which the decryption is performed merely
with the human eye are considered.
The pixel expansion is 36 and belongs to the range of higher values, in comparison with the numbers attained in the other methods.
It could be expected that both the large pixel expansion and the loss of
brightness could be reduced if the subtractive color model CMY was used. It
could also be interesting to see what would be the influence of changing the
layout of colors in the shares, from the structured column-wise one into a random
one. These will be the directions of our future research in this field.
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Fig. 5. Example for image “baboon” (reduced 4 times w.r.t. the original). (a) Secret
(125×120); (b) dithered into the 64 color palette (125×120); (c) decomposed into color
stripes for coding (375×360); (d) one share of random coding (750×720); (e) decoded
from classic coding (750×720); (f) decoded from random coding (750×720).
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Fig. 6. Example for image “peppers” (reduced twice w.r.t. the original). (a) Secret
(256×256); (b) dithered into the 64 color palette (256×256); (c) decomposed into color
stripes for coding (768×768); (d) one share of random coding (1536×1536); (e) decoded
from classic coding (1536×1536); (f) decoded from random coding (1536×1536).
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